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SSD Policies and Procedures
Boulder
The Systems Support Division (SSD) of the NOAA Office of the Chief Information Officer (OCIO) has consolidated our general policies and procedures into one document for the managers for each NOAA Corporate Services offices supported.  This document is our primary way (other than our monthly IT Updates) to communicate SSD policies and procedures that ensure your IT service requests can be accomplished in a timely manner.  This document encompasses some new procedures and modes of communication.

SSD HELP DESK 

The SSD Help Desk is located at NOAA David Skaggs Research Center, in Boulder, CO and is available to assist employees in resolving computer-related problems.  All users seeking assistance should call 303-497-4555 or email BoulderSSD.HelpDesk@noaa.gov .  
Our Help Desk hours are:  7:00 a.m. – 4:30 p.m. Mountain Time.
As a courtesy to our specialists and other clients who submit Help Desk requests, a personal visit to our cubicles will not expedite your matter.  In addition, leaving help desk requests on personal voice mail and/or email accounts will not get the most immediate response.  Please continue to call or email the Help Desk for a timely response.   

SSD NEW EMPLOYEE EMAIL AND WELCOME CARD  

Each new employee will be sent an email with a link to “Welcome New Employees” on the Boulder Systems Support Division website.  This is provided to help new employees become familiar with our IT network and operating environment.  A Boulder SSD Information Card will be left at the desk of every new employee.
SSD SERVICES   

SSD Boulder provides service in two categories that should be considered when requesting assistance or services. Each category has its own email address.
Help Desk Assistance:  BoulderSSD.Helpdesk@noaa.gov
· Help Desk and IT Troubleshooting Services
· Training Room Reservations and Assistance
Requests for Service:  BoulderSSD.Requests@noaa.gov 
· Blackberry Support 

· Computer Installations & Imaging (Current Windows Operating System and Standard Software Applications – Microsoft Office/Adobe/McAfee)
· Electronic Calendar & Web Calendar Accounts
· Electronic Mail (Outlook & Webmail) Accounts
· Network Domain (User Accounts, File Access, File, Print, and Archive Services)

· Network Management Services

· Software Installation and Upgrade Services 

· Virus Detection & Patch Management (McAfee & System Center)

· Telework & Remote Access Services

· Web Site Support
IT UPDATES  

The Systems Support Division emails monthly IT UPDATES to all employees that are supported by the SSD Team.  SSD encourages all employees to read the IT UPDATES so that they will be informed of pertinent IT related information which includes: IT changes that will impact daily operations, software/hardware upgrades, new IT Projects, training recommendations, reminders and Tips and Tricks.

The web site for current and past IT UPDATES for Boulder can be found at:  http://www.wrc.noaa.gov/boulder/updates.html 
FORMS 

The following forms can be found on the SSD Boulder website: 
http://www.wrc.noaa.gov/boulder/index.html  

· New User Form
· Remove User Form
· Telework Application and Agreement
· Remote Access Agreement
NOAA STAFF DIRECTORY 

The NOAA Staff Directory was developed as a single point for obtaining accurate and current information on NOAA employees, contractors, and associates. The NOAA Staff Directory is located at: https://nsd.rdc.noaa.gov 
Managers are responsible (or designated staff member) for adding their new employees to the NOAA Staff Directory.  To add an employee:

· Go to the website above

· Log in using your email login id and email password

· Enter your last name in the LAST NAME box and hit ENTER
· Click on your name
· Click on Add Member and enter in new user information

NEW EMPLOYEES 

Requests for new employee user accounts must be submitted electronically by a federal manager or supervisor using the Add Network User form to:  BoulderSSD.Requests@noaa.gov at least 5 business days before the employee reports for work.  This will ensure that the user accounts are set up on the server and on the designated office computer prior to their arrival.  
DEPARTED EMPLOYEES
It is the manager’s or immediate supervisor’s responsibility to inform us immediately when an employee (federal or contractor) leaves NOAA.  Timely notification of departed employees will ensure that they no longer have access to NOAA systems.  In addition, please submit a Remove User Form so we will know what to do with any remaining files and email.  Send this to: BoulderSSD.Requests@noaa.gov
The following steps must be taken by our office staff:  

· Removal of E-mail and Calendar accounts

· Removal of network and VPN/Citrix accounts

· Network files deleted or redirected

· Computer re-imaged for the next employee
TRANSFERRED NOAA EMPLOYEES 

SSD Boulder must be notified if the NOAA employee will be moving to another Line Office within NOAA.  Please submit a Remove User Form so we will know what to do with any remaining files and where to re-assign the email to.  Send this to: BoulderSSD.Requests@noaa.gov
The following steps will be taken for each employee transferred:  

· Re-assign E-mail to new NOAA Mail Administrator group

· Removal of network and VPN/Citrix accounts

· Network files deleted or redirected

· Computer re-imaged for the next employee
NOAA INFORMATION TECHNOLOGY SECURITY AWARENESS COURSE 
The IT Security Awareness course can be found on http://noaa.learnsecuritywith.us  
All new users are required to complete the IT Security Awareness course within 3 days of employment.  All current users will be requested to repeat this course annually.  All users are encouraged to refer back to this information if you have questions about NOAA Security Policies or Procedures.

IT SECURITY INCIDENCES 

If you suspect that you may have a virus on your NOAA computer or a screen pops-up on your computer indicating you may have a virus, immediately report it to our Help Desk at x-4555 or email: BoulderSSD.HelpDesk@noaa.gov .  Do NOT take any actions with your system or make any alterations to your affected system in any way.  The SSD Help desk will assist in identifying the threat and prevent the spread of a virus on your system.  If a virus infection occurs, the Help desk staff will contact NOAA's Computer Incident Response Team (NCIRT) for further assistance and potential forensics.  
If you suspect an IT related incident has occurred such as the ones listed below, please contact the SSD Help Desk for assistance:

· Unauthorized Access to your PC

· Improper use (File sharing software such as Napster and any Policy violations) 

· Scans or network probing attacks. 

· Malicious code such as a Virus or Worm, etc 

· Other IT security concerns  
· Lost or Stolen Equipment
LAPTOP & PROJECTOR REQUESTS

Please provide ample notice (3 business days) to the SSD Request for Service email address: BoulderSSD.Requests@noaa.gov when requesting to checkout a divisional shared laptop and/or when requesting the setup of a laptop/computer projector for local meetings or conferences.  This will ensure that the appropriate updates and software have been loaded.  It also gives SSD time to test the equipment prior to (at least the day before) the conference or meeting. 
DOC E-LEARNING - FREE ONLINE TRAINING COURSES

E-Learning is a state-of-the-art e-learning system with online courses, testing, and evaluation. Visit http://e-learning.doc.gov/index.htm.  The site will provide links on:


How to get a username and password

How to login to the Commerce Learning Center

 
How to enroll in class room training or online learning
MICROSOFT’s E-LEARING TRAINING COURSES
As part of a new contract offering from Microsoft, Corporate Services employees are eligible to access E-Learning courses online at Microsoft.com. These courses are meant to help you keep up-to-date with the latest Microsoft desktop software releases. 

Please note that some product and language versions may not be available at the time you activate your courses. For up-to-date information on the availability of E-Learning courses, please visit http://microsoft.com/licensing. 

To gain initial access to the Microsoft E-Learning courses, follow the steps below:
1. Go to: https://business.microsoftelearning.com/activate/
2. Input your multi-use access code and work email address: CONTACT HELP DESK FOR CODE (The code is case sensitive. Be sure to include the dashes and do not enter any spaces.)
3. You will be prompted to sign-in using a valid Windows Live ID (this will be the username and password you will use to access the site each time you log in). If you already have a profile on microsoft.com, use that Windows Live ID. 
4. You will receive an email confirming your registration. 
5. From the confirmation email, click the link to complete the email confirmation and activate your courses. 
6. You will be prompted to sign-in using a valid Windows Live ID, once again. 
7. A confirmation page will appear indicating that the access code has been accepted (or you may receive an error message if the code was not accepted). 
8. Click the My Learning link to see list of available courses. 
9. Click on a course title to launch the offering. You will have 12 months from time of launch to finish that course. 
To access your course at any time, please follow these steps:

1. Go to: https://business.microsoftelearning.com/
2. Click the "Sign In" button in the upper right corner of the page 
3. Sign in to Windows Live using your Windows Live ID and password 
4. Click the Learning Catalog link on the left side of the page under Customer Login 
5. Begin your E-Learning course 

Please note that the access code we have received from Microsoft can accommodate a limited number of users from our organization. Do not share the code with unauthorized users, this violates our license agreement with Microsoft.
DATA ON NETWORK

Due to the large amount of data stored on the network, we are encouraging users to archive all files that are 5 years or older to CD/DVD.  In addition, do not store the following on the network:


Executable files (.exe, .com)


MP3 files (.mp3)


Entire C: Drive


Personal documents and files/pictures/videos
LAPTOP ENCRYPTION 

All government issued laptops must be encrypted prior to use by the SSD support staff.   We do not support personal laptops.  All government issued laptops will have the appropriate SSD remote access client installed.   
INTERNATIONAL TRAVEL 
All federal employee’s or contractors that are in possession of government IT equipment must have that equipment scanned for viruses prior to and immediately after returning from international travel.  This includes all Blackberry devices.  It is critical that no one reconnect an IT device to our network without having it vetted for potentially damaging viruses when returning from international travel.  Adherence to this policy is crucial to the health and security of our network.
ACQUISITION OF IT HARDWARE, SOFTWARE & SERVICES
The OCIO SSD is responsible for improving the management of IT while ensuring that all IT activities comply with the DOC, NOAA, and IT policies and the existing IT architecture.  Hence, it is highly recommended that all Information Technology (IT) purchasing in the Boulder Corporate Services offices be reviewed by the OCIO SSD Staff.  The SSD will provide a quote and the correct specifications for ordering standardized IT equipment.  IT products reviewed by our office prior to purchase should include personal computers, laptops, tablets/mini computers, networking equipment, printers, PDAs, scanners, IT peripherals, telephones, and commercial software. These requests should be emailed to: BoulderSSD.Requests@noaa.gov, not sent to specific individuals in the group.
Each office should utilize their purchasing procedures to secure their purchases. Property custodians should ensure that all property is tagged with a CD number and entered into sunflower within the 15 day requirement.  Warranty and licensing information should be filed and maintained for compliance audits.

The OCIO SSD will only support IT hardware and software that has been preapproved.  Please be mindful that non-supported items that are not approved for our network may have to be returned. 

OUT OF WARRANTY HARDWARE

The Systems Support Division does not support any inherited or out of warranty equipment.  This includes: computers (desktop or laptop), computer peripherals, printers, scanners, and Video Teleconference (VTC) equipment. When systems no longer meet our minimum network standards, the equipment should be prepared as excess equipment.  In addition, we will not build computers from spare parts.  The possibility of unknown problems or issues, including security related issues make it difficult to maintain those items.
SOFTWARE UPDATES AND PATCHES

The Systems Support Division is required to scan and patch all systems on the network to protect against security vulnerabilities.  We try to make this process as seamless as possible by applying these patches and updates during non-work hours. However, some require application during work hours and require a system reboot. 
If the patch or update is pushed to your system automatically, a notice will appear on your screen advising you that a patch has been installed and your system will be restarted.  Do not be alarmed!  The system countdown lets you know how much time you have to save your work before the system automatically restarts.  An appointment will be scheduled for any manually installed updates. When contacted by SSD please note that the patch or update will need to be applied that day.  We will make every effort to accommodate you and your schedule but any system with excessive vulnerabilities will be taken off the network until it has been updated completely. 
BLACKBERRY ACTIVATION/DEACTIVATION

Blackberry devices must be fully assembled, fully charged and activated through the cell service provider by the purchasing office before bringing the device to SSD for configuration.   When a device is brought to SSD for configuration, please have an 8 character password in mind that you can enter during the configuration. The configuration process takes at least a full business day as it must be coordinated with the NOAA Message Operations Center on the Blackberry Enterprise Server located in Silver Spring, MD.  Please do not bring us a device that you need to take with you on travel or elsewhere the next day, in case we encounter unforeseen delays. We will not initiate the activation with Headquarters until the device is in our possession and you will not be given the device back until the activation has been completed.
When encountering a problem with your Blackberry that requires a replacement by Verizon, 

DO NOT deactivate the old Blackberry until you have contacted the System Support Division (SSD) Help Desk.  (NOTE: If you activate the new Blackberry first, this will cause the old Blackberry to be deactivated.) Once the old Blackberry is deactivated, SSD may not be able to retrieve your information from the old Blackberry, depending on the original issue.
WIRELESS CONNECTIVITY

Wireless network access is only available to users within the Boulder Corporate Services area under special circumstances or events.  Please send email to BoulderSSD.Requests@noaa.gov if you think your situation or event applies.  
The Boulder SSD does not support personal wireless networks at the home.  However, the SSD Help Desk can check your wireless adapter for correct functionality if you choose to use your government issued laptop at home or Wi-Fi hotspots.  For those who have connectivity issues with your wireless connection at home, contact your Internet Service Provider.  
NEW OFFICE SPACE/RELOCATIONS

The SSD staff is available by appointment for computer equipment or printer moves.  Please send email to:  BoulderSSD.Requests@noaa.gov during your initial planning stages so that we may assist you with logistics and other specifics related to your move.  This might include scoping the work involved, cost estimates, and coordination with appropriate outside services providers depending on circumstances or extent of the move.  Any costs associated with the relocating of the network cabling shall be at the expense of the office requesting the move. 

The Boulder Facilities and Building Management group can assist you with providing the appropriate trained staff for your office and furniture move requests.  

Information regarding telephone moves or service can be found on the Boulder Telecommunications website. 
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