National Oceanic and Atmospheric Administration (NOAA)
Unclassified System Remote Access Approval and User Agreement
OCIO, ISMO, Systems Support Division – Boulder

Purpose and Scope: I understand I am being granted permission to remotely access the unclassified NOAA IT system as a network authenticated or remote control user and that my use of this access may be monitored by NOAA for compliance with this policy. I understand that my failure to comply with IT security policies may result in termination of my remote access privileges and/or disciplinary action.

Protection of Data: I acknowledge my responsibility to ensure the confidentiality, integrity, and availability of all forms of Government information in accordance with DOC and NOAA IT Security Policy, in a manner consistent with its sensitivity. I accept my responsibility to provide reasonable physical security for all NOAA resources issued to provide this remote access. I agree to implement and maintain, as directed, the following mandatory countermeasures on equipment used to process NOAA information:

1. Configure computers to not "remember" NOAA passwords.

2. Do not share or reveal NOAA usernames and passwords to anyone (including family members) to prevent unauthorized access to NOAA IT systems and data.

3. Install and configure to automatically update (at least bi-monthly), and run anti-virus software on personally owned equipment used for remote access. 

4. Install and update (at least monthly) security related patches on personally owned devices that can be patched.

5. Clear browser history and cache and close browser when finished with remote access needs for personally owned equipment.

6. Encrypt authentication credentials.  (Handled by Citrix connection.)
7. Do not save Government information and applications to the hard drive of the remote access computer unless specified by the Systems Division.

8. Agree to comply with regularly scheduled maintenance requirements for NOAA resources.  (Government computers and laptops will be brought in for maintenance.)
9. Use a provided mechanism for encrypting sessions that meets at a minimum AES or Triple-DES. (Handled by Citrix connection.)
10. Authenticate first to a remote access gateway on the NOAA network perimeter as well as comply with the information system owner's requirements for authentication and identification of the specific internal system or data resource being accessed. (Handled by Citrix connection.)
11. Never configure remote access computers as servers (e.g., web servers, private e-mail servers, File Transfer Protocol (ftp)). (Do not install software on Government computers.)
12. Install and use password-protected screensavers when idle for 15 minutes or more.

13. Never use public-access equipment for Tier 2 or 3 access.  (Refers to Admin access.)
14. Maintain proper configuration of direct-access software, to include that no remote control/direct access software may be permitted to use dial-up connectivity unless transmissions are encrypted in accordance with the standards of the DOC Remote Access Policy.

15. Anti-virus software is required on all equipment connecting to NOAA resources.

16. A personal firewall is required on government-owned equipment and on personally owned equipment when broadband technologies are used.  (Can be either Windows Firewall included in Windows or McAfee Home use software.)
17. Remote access users will maintain hardware and software as required.

18. Remote access users will abide by the license agreements for all SD-furnished software.  
I will not alter the configuration of government equipment unless authorized in writing to do so. I will protect NOAA-owned/furnished resources and submit the equipment for periodic maintenance or annually as required.

Computer Incidents: I also acknowledge the possibility, however small, that such information could potentially be viewed or downloaded by others than myself as a result of my remote access. I fully understand that it is my duty to exercise due care in protecting this information and to immediately report an unauthorized disclosure or compromise to my supervisor and the SSD Boulder Branch Chief or the SSD Boulder ITSSO and N-CIRT so that appropriate procedures may be initiated. I further understand that, if required legally, by and after proper coordination (properly executed warrants etc.) with law enforcement authorities, the Government may temporarily seize the device used to gain remote access for the purposes of forensic examination and sanitizing of compromised information. Additionally, during this process I understand there exists a risk that system files and programs may be erased or damaged, or that unintentional damage may occur to the computer hard drive. I hereby waive any and all claims against the National Oceanic and Atmospheric Administration, the Department of Commerce, the Federal Government, and individual officers, employees, agents and contractors thereof, arising out of necessary security procedures and actions with respect to personally-owned IT equipment and any such damage to, or erasures of personal data.

I acknowledge my responsibilities as described and certify I have received appropriate training and guidance to ensure the confidentiality, integrity, and availability of all forms of Government information in accordance with all policies and in a manner consistent with its sensitivity.

User’s Printed Name/Signature: 

                                               /                                                        Date __________________

Supervisory Approval (Supervisor's Name/Signature):

                                           /                                                           Date _________________

(For Systems Division Use only)

Remote Access Authorization: 

Remote access, as described in this agreement, is approved ______        disapproved ______. 

Printed Name/Signature, Information System Owner:

                                               /                                                        Date __________

