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OCIO Systems Support Seattle
IT Updates - June 2013

Reporting sent or received emails containing PII

Most of you should have seen the email from NOAA CIO office reminding everyone that sending files
or email containing PII must be encrypted. We have two authorized methods of encrypting
communication with PII - Accellion Secure File Transfer and SecureZIP (see attchment).

The Department of Commerce has given policy guidance on what can and cannot be transmitted
electronically when it contains sensitive information such as Personally Identifiable Information (PII)
and Business Identifiable Information (BII).

http://ocio.os.doc.gov/ITPolicyandPrograms/IT Privacy/PROD01 008240
http://ocio.os.doc.gov/ITPolicyandPrograms/Policy Standards/DEV01 002682

If you receive any email that contains PII that isn't encrypted, report this IT security related incident
to the NOAA Computer Incident Response Team (N-CIRT). This is done by connecting to the
Reporting an Incident page (you will need to connect using your LDAP information - email name and
password) or call (301) 713-9111. You have one hour after discovering the insecure PII
information to report it so the cleanup can begin as quickly as possible. Use the NOAA Form 47-43
to start the response.

If you have any questions, or to initiate coordination with our office, please call the NSDesk at
1-855-NSDesk1 (1-855-673-3751)

June Tech Tips

o Clean your Downloads folder

Each user in Windows 7 has a folder named "Downloads" that is the default folder used by browsers
for downloaded files. This folder contains all attachments downloaded by Chrome from your Google
Mail account. If you have not looked at your download file before, you might be surprised how many
old attachments have been left there.

Most of the files in the download folder can be deleted because they came from Google Mail and
probably aren't needed anymore. If you still have the email with the attachment in it, you can
download a new copy when needed. If you have deleted the email then you probably don't need the
old attachment left in your downloads folder.

It is probably a good idea to check your downloads folder once a month and delete any files you
don't need.

If you have any questions, please call the NSDesk at 1-855-NSDesk1 (1-855-673-3751)
Previous Tech Tips located at www.wrc.noaa.gov/systems/techtips.htm
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SecureZIP
an encryption tool tutorial

September 15, 2010







How to encrypt a document



  Right click on a document







How to encrypt a document (2)

  Select “Add to New Archive….”







How to encrypt a document (3)

  Enter the Passphrase, click “OK” 

(Ignore the Contingency keys and certificate)







How to encrypt a document (4)

  Browse to a permanent location, save it with a proper name





The Encrypted File or Archive

You may now transmit your encrypted file(s) via data exchange applications such as email or ftp to the necessary recipient(s).  

Never send the Passphrase or hints along with the encrypted file in an email or instant message.  

Call the recipient(s) or have them call you to get the Passphrase so they can decrypt the PII or sensitive documents.   

Don’t send or copy PII or sensitive documents to those who have no “needs to know.”  







How to decrypt a document



  Right click on a document, select “Extract Here”





How to decrypt a document (2)



  Enter the Passphrase, click “OK”





How to decrypt a document (3)



  File is decrypted.  





Never share the Passphrase!

If you are not the owner of the original document or file, you should process the decrypted file and delete it right away.

If you need to retain or save the original file or document, you should inform and get permission from the owner of the file or document.  Such a document or file has to be encrypted all the time.

Never forward or retransmit the decrypted document or file to anyone or anywhere.  Only the owner of the document can determine who have the “needs to know.”  The owner has to send an encrypted file by him or herself.  



Decrypted File or Document





SecureZIP at NOAA

SecureZIP has additional features in SecureZIP for Windows Training Guide.

SecureZIP is an encryption tool, not a data exchange application.

Passphrase is the key to encrypt PII or sensitive documents.

Encryption using X.509 certificate is not implemented  at this time.  Once the infrastructure is available to support certificate encryption, a separate tutorial will address certificate functionality.   
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